I. Information Policy


All information within our company will have access rules defined. All data will be classified as either public, internal, private, or confidential. Public data will be readily available on our web server hosted in a demilitarized zone (DMZ). All intranet information will only be accessible to employees will the proper credentials. This includes employees remotely accessing information. All private and confidential information will only be accessible by the predetermined users. All confidential information will be stored and transmitted using public key infrastructure encryption.

II. Access Control


Our company will utilize a Role-Based Access Control System (RBAC). This system will set up roles or groups of users who will only have access to predetermined information. Each role will consist of only the information needed to conduct their every day business. For example, the Human Resources department will only have access to the Human Resources information, and not other department's information such as Marketing and Sales. Within these groups there will be further breakdown of information access. Only the management and administrative positions will have access to the most private of information within their department. The creation and assignment of roles will mimic our company's organizational structure. There will be a quarterly review of these groups and roles to ensure they are still in line with our organizational structure. Updates, edits, and deletions of roles will be based on this quarterly review.

III. User Management


All user management tasks must follow our protocol. Each time a user is created, edited, or deleted it must be verified and double checked. An automated system from Human Resources will alert the Security Team whenever an employee is hired, fired, retired, promoted, demoted, or any other change including work detail, position or department, vacation time, or business trips. This system will ensure no privilege creep will occur, an employee will not have a build up of access rights through their change of position within the company. A person working the help desk who is promoted to web master will not have the information access of both of those positions. An employee who is no longer with the company will have their account disabled immediately, this includes prolonged vacation time unless a special request is submitted and approved. 

IV. Password Policy


All users accounts must adhere to this password policy  in order to be functional. All users deemed regular must have a password length of at least eight characters. The password will expire every four months, and the same password will not be accepted, there must be at least a change of one character though more is recommended. All users deemed administrative must be at least fifteen characters in length.  The password will expire every three months, and the same password will not be accepted. All passwords for every single user must contain one of the following: a-z, A-Z, 0-9, and any symbol (!@#% etc.). Users will be deemed regular or administrative based on our yearly review of assets. Any user with access to information that is private, confidential, or valuable will have the more stringent password requirements. This password policy will be re-examined every year to ensure the password strength is still aligned with computing power. As computing power increases the strength of password decreases and changes must be made.


There will be a system lockout, a temporary block, on user names with seven failed log-in attempts within a fifteen minute period. The block will last for fifteen minutes unless over-ridden by a member of the Security Team. If a user is locked out three times within a day, their account will be disabled until a member of the Security Team reinstates it. All passwords will be hashed encrypted within the database. No user will have access to read them, and only the Security Team will have access to reset them. If any user forgets his or her password it can only be reset.

V. Internet Usage


Only acceptable use of the company's resources is allowed, this includes Internet usage. Acceptable can be defined as anything that is required by the individual to complete his or her job. All personal usage of the Internet must be done on the employee's personal time, not the company's. All resources used through the Internet must adhere to copyright protection laws. Employees must seek the intellectual property law before using the resource for their own doing. All sites discussing, offering, or  relating to any kind of illegal activity is absolutely forbidden. This includes, but is not limited to, pornography, pirating, and copyright infringement. All social network sites are entirely disallowed access through company resources. This includes, but is not limited to, Facebook, MySpace, and Xanga. This sites are blocked by the company's Internet filter any attempts to bypass said filter is forbidden. All downloaded files are required to be scanned for viruses by our software prior to opening or running. This is set to default on every workstation and any attempt to circumvent this is forbidden. All usage of the company's Internet is monitored and no expectation of privacy is to be made.

VI. Email Usage


Our company's email system shall not be used to produce or transmit any offensive, pornographic, religious, unsolicited advertisement, harassment, and or political messages. Any attempt to forge any information including the sender's name is forbidden. Personal use of e-mail is to be kept at an absolute minimum, and is to be store separate from work related emails. All opening of attachments through personal email is forbidden. The opening of all .zip attachments is forbidden. There shall be no transmission or opening of documents, spreadsheets, or presentations with macros enabled. Virus warnings are only allowed to be transmitted from a member of the Security Team. Administrative emails are stored for up to four years, while general correspondence is stored up to one year. All usage of the company's email system is monitored and no expectation of privacy is to be made.

VII.  Punishment


Any violation of the aforementioned policies will result in punishment as outlined in Human Resource's Corporal Punishment and You.

